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CLIENT SERVER

system call TCP state

conect(c_socket, ...)

system callTCP state

TCP_SYN_SENT

TCP_CLOSED TCP_CLOSED

listen(s_socket, ...)

TCP_LISTEN
new_sock=accept(s_socket, ...)

TCP_ESTABLISHED

TCP_ESTABLISHED

Connection established....

TCP_SYN_RECV

close(c_socket)

TCP_FIN_WAIT_1

TCP_FIN_WAIT_2

TCP_TIME_WAIT

set 2MSL timer

2MSL timer expires

TCP_CLOSE_WAIT

TCP_LAST_ACK

TCP_CLOSED
TCP_CLOSED

SYN: J

SYN: K + ACK: J+1 

ACK: K+1

FIN: M

ACK: M+1

FIN: N

ACK: N+1

close(s_socket)

3-way handshake protocol
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FIN_WAIT_1

CLOSED

LISTEN

SYN_RCVD SYN_SENT

ESTABLISHED

FIN_WAIT_2

CLOSING

TIME_WAIT

CLOSE_WAIT

LAST_ACK

starting point 

passive open

send:nothing

SYN/SYN+ACK

active openrecv: ACK
SYN+ACK/ACK

passive close

FIN/ACK

active close

send: FIN

FIN/ACK

recv: ACK
FIN+ACK/ ACK

recv: ACK

FIN / ACK

recv: ACK

client transition

server transition

TCP State Transition Diagram

send: FIN

appl: close

simutaneous close

2MSL timeout

client

client

server

server
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eir
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ip

L
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an
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ress
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b
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class
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m
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o
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ad
d
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its
co
m
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u
n
icatio
n
s.
IN
E
T
(th
e
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tern
et
ad
d
ress
fam
ily)
is
o
n
e
o
f
th
ese
fam
ilies.
A
t
kern
el
in
itializatio
n
tim
e,
th
e
ad
d
ress

fam
ilies
b
u
ilt
in
to
th
e
kern
el
reg
ister
th
em
selves
w
ith
th
e
B
S
D
so
cket
in
terface.
T
h
ese
are

several
so
cket
typ
es
an
d
th
ese
rep
resen
t
th
e
typ
e
o
f
service
th
at
su
p
p
orts
th
e
co
n
n
ectio
n
.

L
in
u
x
B
S
D
so
ckets
su
p
p
ort
a
n
u
m
b
er
o
f
so
cket
typ
es:
T
C
P
,
U
D
P
,
R
A
W
.

T
h
e
fo
llow
in
g
d
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ram
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for
T
C
P
to
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.
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Major data structure associated with TCP
sys_connect

sys_accept

sys_listen

sys_shutdown

sys_connect

call the function

system calls on socket

BCD socket

INET socket

he
ad

da
ta

ta
il

en
d

files

sock_lseek
sock_read
sock_write
sock_select

state
flags

...

file
inode

type

ops
data

sock_close
...........

prot

fd [NR_OPEN]

write_queue

..........
socket

Your data goes in here.

f_inode

f_op

files_struct

file

inode

socket_i

task_struct

inet_proto_ops

struct sock

socket_file_ops

sk_buff sk_buff

receive_queue

(circular lis
t)

(circular list)

Your data goes out here.

inet_select
inet_sendmsg
inet_recvmsg

inet_connect
inet_accept
inet_shutdown

tcp_prot
tcp_connect
tcp_accept

tcp_sendmsg
tcp_recvmsg

tcp_rcv
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c
v
m
s
g
*
/

2
4
3
8

"
T
C
P
"
,

/
*
n
a
m
e
*
/

2
4
4
1
}
;

2
4
4
2
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H
o
w
is
a
co
n
n
etio
n
esta
b
lish
ed
?

P
ro
cesses
th
at
co
m
m
u
n
icate
u
sin
g
so
ckets
u
se
a
clien
t
server
m
o
d
el.
A
ll
th
e
system

calls
sp
eci�
c
to
T
C
P
/
IP
starts
h
ere:

1
2
7
8
a
s
m
l
i
n
k
a
g
e
i
n
t
s
y
s
_
s
o
c
k
e
t
c
a
l
l
(
i
n
t
c
a
l
l
,
u
n
s
i
g
n
e
d
l
o
n
g
*
a
r
g
s
)

1
2
7
9
{

.
.
.
.
.
.

1
2
9
7

s
w
i
t
c
h
(
c
a
l
l
)

1
2
9
8

{

1
2
9
9

c
a
s
e
S
Y
S
_
S
O
C
K
E
T
:

1
3
0
0

r
e
t
u
r
n
(
s
y
s
_
s
o
c
k
e
t
(
a
0
,
a
1
,
g
e
t
_
u
s
e
r
(
a
r
g
s
+
2
)
)
)
;

1
3
0
4

c
a
s
e
S
Y
S
_
C
O
N
N
E
C
T
:

1
3
0
5

r
e
t
u
r
n
(
s
y
s
_
c
o
n
n
e
c
t
(
a
0
,
(
s
t
r
u
c
t
s
o
c
k
a
d
d
r
*
)
a
1
,

1
3
0
6

g
e
t
_
u
s
e
r
(
a
r
g
s
+
2
)
)
)
;

1
3
0
7

c
a
s
e
S
Y
S
_
L
I
S
T
E
N
:

1
3
0
8

r
e
t
u
r
n
(
s
y
s
_
l
i
s
t
e
n
(
a
0
,
a
1
)
)
;

1
3
0
9

c
a
s
e
S
Y
S
_
A
C
C
E
P
T
:

1
3
1
0

r
e
t
u
r
n
(
s
y
s
_
a
c
c
e
p
t
(
a
0
,
(
s
t
r
u
c
t
s
o
c
k
a
d
d
r
*
)
a
1
,

1
3
1
1

(
i
n
t
*
)
g
e
t
_
u
s
e
r
(
a
r
g
s
+
2
)
)
)
;

1
3
6
7

}

1
3
6
8

r
e
t
u
r
n
-
E
I
N
V
A
L
;
/
*
t
o
k
e
e
p
g
c
c
h
a
p
p
y
*
/

1
3
6
9
}

T
C
P

1
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A
t
�
rst
let's
create
a
so
cket
asso
ciated
w
ith
an
ad
d
ress
fam
ily(A
F
IN
E
T
),
a
so
cket

typ
e(S
O
C
K
S
T
R
E
A
M
)
an
d
a
p
ro
to
co
l(IP
P
R
O
T
O
T
C
P
).
T
h
e
fo
llow
in
g
fu
n
ctio
n
p
rep
ares

a
n
ew
so
cket
an
d
its
asso
ciated
d
ata
stru
ctu
re,
fro
m
�
le
d
escrip
tor
to
IN
E
T
so
cket.

5
5
9
a
s
m
l
i
n
k
a
g
e
i
n
t
s
y
s
_
s
o
c
k
e
t
(
i
n
t
f
a
m
i
l
y
,
i
n
t
t
y
p
e
,
i
n
t
p
r
o
t
o
c
o
l
)

5
6
0
{

5
6
1

i
n
t
i
,
f
d
;

5
6
2

s
t
r
u
c
t
s
o
c
k
e
t
*
s
o
c
k
;

5
6
3

s
t
r
u
c
t
p
r
o
t
o
_
o
p
s
*
o
p
s
;

5
6
4

5
6
5

/
*
L
o
c
a
t
e
t
h
e
c
o
r
r
e
c
t
p
r
o
t
o
c
o
l
f
a
m
i
l
y
.
*
/

5
6
6

i
=
f
i
n
d
_
p
r
o
t
o
c
o
l
_
f
a
m
i
l
y
(
f
a
m
i
l
y
)
;

5
8
4

o
p
s
=
p
o
p
s
[
i
]
;

5
9
7
/
*

5
9
8

*

A
l
l
o
c
a
t
e
t
h
e
s
o
c
k
e
t
a
n
d
a
l
l
o
w
t
h
e
f
a
m
i
l
y
t
o
s
e
t
t
h
i
n
g
s
u
p
.
i
f

5
9
9

*

t
h
e
p
r
o
t
o
c
o
l
i
s
0
,
t
h
e
f
a
m
i
l
y
i
s
i
n
s
t
r
u
c
t
e
d
t
o
s
e
l
e
c
t
a
n
a
p
p
r
o
p
r
i
a
t
e

6
0
0

*

d
e
f
a
u
l
t
.

6
0
1

*
/

6
0
3

i
f
(
!
(
s
o
c
k
=
s
o
c
k
_
a
l
l
o
c
(
)
)
)

.
.
.
.
.
.

6
0
9

6
1
0

s
o
c
k
-
>
t
y
p
e
=
t
y
p
e
;

T
C
P
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6
1
1

s
o
c
k
-
>
o
p
s
=
o
p
s
;

/
*
-
-
s
o
c
k
.
d
a
t
a
<
-
-
a
n
a
l
l
o
c
a
t
e
d
I
N
E
T
s
o
c
k
e
t

-
-
i
n
i
t
i
a
l
i
z
e
t
h
e
i
n
e
t
s
o
c
k
e
t
s
t
a
t
e
w
i
t
h
'
T
C
P
_
C
L
O
S
E
'

*
/

6
1
2

i
f
(
(
i
=
s
o
c
k
-
>
o
p
s
-
>
c
r
e
a
t
e
(
s
o
c
k
,
p
r
o
t
o
c
o
l
)
)
<
0
)

.
.
.
.
.
.

6
1
7

/
*
-
-
s
t
r
u
c
t
s
o
c
k
e
t
-
-
>
i
n
o
d
e
-
-
>
f
d

*
-
-
O
b
t
a
i
n
s
t
h
e
f
i
r
s
t
a
v
a
i
l
a
b
l
e
f
i
l
e
d
e
s
c
r
i
p
t
o
r
a
n
d
s
e
t
s
i
t
u
p
f
o
r
u
s
e
.

*
/

6
1
8

i
f
(
(
f
d
=
g
e
t
_
f
d
(
S
O
C
K
_
I
N
O
D
E
(
s
o
c
k
)
)
)
<
0
)

.
.
.
.
.
.

6
2
4

s
o
c
k
-
>
f
i
l
e
=
c
u
r
r
e
n
t
-
>
f
i
l
e
s
-
>
f
d
[
f
d
]
;

6
2
6

r
e
t
u
r
n
(
f
d
)
;

6
2
7
}

T
C
P

1
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T
h
en
,
b
in
d
so
cket
ad
d
ress
to
th
e
n
ew
ly
created
so
cket
b
y
callin
g

a
s
m
l
i
n
k
a
g
e
i
n
t
s
y
s
_
b
i
n
d
(
i
n
t
f
d
,
s
t
r
u
c
t
s
o
c
k
a
d
d
r
*
u
m
y
a
d
d
r
,
i
n
t
a
d
d
r
l
e
n
)

(th
e
so
cket's
n
am
e
or
ad
d
ress
is
sp
eci�
ed
u
sin
g
th
e
so
ckad
d
r
d
ata
stru
ctu
re,
A
n
IN
E
T

so
cket
w
o
u
ld
h
ave
an
IP
p
ort
ad
d
ress
b
o
u
n
d
to
it.
T
h
e
reg
istered
p
ort
n
u
m
b
ers
can
b
e

seen
in
/
etc/
services)

H
avin
g
b
o
u
n
d
an
ad
d
ress
to
th
e
so
cket,
th
e
server
th
en
listen
s
for
in
co
m
in
g
co
n
n
ectio
n

req
u
ests
sp
ecifyin
g
th
e
b
o
u
n
d
ad
d
ress.
In
th
e
fu
n
ctio
n

a
s
m
l
i
n
k
a
g
e
i
n
t
s
y
s
_
l
i
s
t
e
n
(
i
n
t
f
d
,
i
n
t
b
a
c
k
l
o
g
)

S
O

A
C
C
E
P
T
C
O
N
is
en
tered
s
o
c
k
-
>
f
l
a
g
s
(B
S
D
so
cket),
IN
E
T
so
cket
is
set
w
ith
state

T
C
P

L
I
S
T
E
N
.
N
ow
it
is
w
aitin
g
for
a
co
n
n
ectio
n
req
u
est
to
co
m
e.

T
h
e
orig
in
ator
o
f
th
e
req
u
est,
th
e
clien
t,
also
creates
a
so
cket
an
d
m
akes
a
co
n
n
ectio
n

req
u
est
o
n
it
b
y
sp
ecifyin
g
th
e
targ
et
ad
d
ress
an
d
its
p
ort
n
u
m
b
er.

A
n
o
u
tb
o
u
n
d
co
n
n
ectio
n
can
o
n
ly
b
e
m
ad
e
w
h
en
it
d
o
esn
't
alread
y
h
ave
a
co
n
n
ectio
n

estab
lish
ed
an
d
is
n
o
t
b
ein
g
u
sed
for
listen
in
g
.
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C
lien
t
req
u
ests
a
co
n
n
ectio
n

b
y
sen
d
in
g

o
u
t
T
C
P
S
Y
N
S
E
N
T

th
ro
u
g
h

callin
g

s
y
s

c
o
n
n
e
c
t
.
T
h
is
is
th
e
�
rst
p
acket
in
3
-w
ay
h
an
d
sh
ake.

8
2
8
a
s
m
l
i
n
k
a
g
e
i
n
t
s
y
s
_
c
o
n
n
e
c
t
(
i
n
t
f
d
,
s
t
r
u
c
t
s
o
c
k
a
d
d
r
*
u
s
e
r
v
a
d
d
r
,
i
n
t
a
d
d
r
l
e
n
)

8
2
9
{

8
3
0

s
t
r
u
c
t
s
o
c
k
e
t
*
s
o
c
k
;

8
3
1

c
h
a
r
a
d
d
r
e
s
s
[
M
A
X
_
S
O
C
K
_
A
D
D
R
]
;

8
3
2

i
n
t
e
r
r
;

8
3
4

i
f
(
!
(
s
o
c
k
=
s
o
c
k
f
d
_
l
o
o
k
u
p
(
f
d
,
&
e
r
r
)
)
)
<
-
-
-
f
e
t
c
h
t
h
e
s
o
c
k
e
t
f
r
o
m
i
n
o
d
e

8
3
5

r
e
t
u
r
n
(
e
r
r
)
;

8
4
0

s
w
i
t
c
h
(
s
o
c
k
-
>
s
t
a
t
e
)

8
4
1

{

8
4
2

c
a
s
e
S
S
_
U
N
C
O
N
N
E
C
T
E
D
:
/
*
T
h
i
s
i
s
o
k
.
.
.
c
o
n
t
i
n
u
e
w
i
t
h
c
o
n
n
e
c
t
*
/

8
4
5

c
a
s
e
S
S
_
C
O
N
N
E
C
T
E
D
:

.
.
.
.
.
.

8
5
1

c
a
s
e
S
S
_
C
O
N
N
E
C
T
I
N
G
:

.
.
.
.
.
.

8
6
3

}

8
6
4

e
r
r
=
s
o
c
k
-
>
o
p
s
-
>
c
o
n
n
e
c
t
(
s
o
c
k
,
(
s
t
r
u
c
t
s
o
c
k
a
d
d
r
*
)
a
d
d
r
e
s
s
,

a
d
d
r
l
e
n
,
s
o
c
k
-
>
f
i
l
e
-
>
f
_
f
l
a
g
s
)
;

.
.
.
.
.
.

8
6
9

r
e
t
u
r
n
e
r
r
;

8
7
0
}
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N
ow
w
e
u
se
th
e
A
F
IN
E
T
h
an
d
ler
to
d
o
th
is
fro
m
B
C
D
so
cket.

6
7
3
s
t
a
t
i
c
i
n
t
i
n
e
t
_
c
o
n
n
e
c
t
(
s
t
r
u
c
t
s
o
c
k
e
t
*
s
o
c
k
,
s
t
r
u
c
t
s
o
c
k
a
d
d
r
*
u
a
d
d
r
,

6
7
4

i
n
t
a
d
d
r
_
l
e
n
,
i
n
t
f
l
a
g
s
)

6
7
5
{

6
7
6

s
t
r
u
c
t
s
o
c
k
*
s
k
=
(
s
t
r
u
c
t
s
o
c
k
*
)
s
o
c
k
-
>
d
a
t
a
;

6
7
7

i
n
t
e
r
r
;

6
7
8

s
o
c
k
-
>
c
o
n
n
=
N
U
L
L
;

6
9
2

i
f
(
s
o
c
k
-
>
s
t
a
t
e
!
=
S
S
_
C
O
N
N
E
C
T
I
N
G
)
{

6
9
8

e
r
r
=
s
k
-
>
p
r
o
t
-
>
c
o
n
n
e
c
t
(
s
k
,
(
s
t
r
u
c
t
s
o
c
k
a
d
d
r
_
i
n
*
)
u
a
d
d
r
,
a
d
d
r
_
l
e
n
)
;

7
0
1

s
o
c
k
-
>
s
t
a
t
e
=
S
S
_
C
O
N
N
E
C
T
I
N
G
;

7
0
2

}

7
1
2

c
l
i
(
)
;
/
*
a
v
o
i
d
t
h
e
r
a
c
e
c
o
n
d
i
t
i
o
n
*
/

7
1
3

w
h
i
l
e
(
s
k
-
>
s
t
a
t
e
=
=
T
C
P
_
S
Y
N
_
S
E
N
T
|
|
s
k
-
>
s
t
a
t
e
=
=
T
C
P
_
S
Y
N
_
R
E
C
V
)
{

7
1
4

i
n
t
e
r
r
u
p
t
i
b
l
e
_
s
l
e
e
p
_
o
n
(
s
k
-
>
s
l
e
e
p
)
;

.
.
.
.
.
.
.

7
2
6

}

7
2
7

s
t
i
(
)
;

7
2
8

s
o
c
k
-
>
s
t
a
t
e
=
S
S
_
C
O
N
N
E
C
T
E
D
;
<
-
-
N
o
w
t
h
e
c
o
n
n
e
c
t
i
o
n
i
s
d
o
n
e

7
2
9

T
C
P

2
0



7
3
0

i
f
(
s
k
-
>
s
t
a
t
e
!
=
T
C
P
_
E
S
T
A
B
L
I
S
H
E
D
&
&
s
k
-
>
e
r
r
)
{

7
3
1

s
o
c
k
-
>
s
t
a
t
e
=
S
S
_
U
N
C
O
N
N
E
C
T
E
D
;

7
3
2

r
e
t
u
r
n
s
o
c
k
_
e
r
r
o
r
(
s
k
)
;

7
3
3

}

7
3
4

r
e
t
u
r
n
(
0
)
;

7
3
5
}T

C
P
p
rto
co
l
is
read
y
to
p
ro
cess
th
e
co
n
n
ectio
n
req
u
ests.
T
h
is
tim
e
th
e
arg
u
m
en
t
is

IN
E
T
so
cket.

2
1
7
4
s
t
a
t
i
c
i
n
t
t
c
p
_
c
o
n
n
e
c
t
(
s
t
r
u
c
t
s
o
c
k
*
s
k
,
s
t
r
u
c
t
s
o
c
k
a
d
d
r
_
i
n
*
u
s
i
n
,
i
n
t
a
d
d
r
_
l
e
n
)

2
1
7
5
{

2
1
7
6

s
t
r
u
c
t
s
k
_
b
u
f
f
*
b
u
f
f
;

2
1
7
7

s
t
r
u
c
t
d
e
v
i
c
e
*
d
e
v
=
N
U
L
L
;

2
1
7
8

u
n
s
i
g
n
e
d
c
h
a
r
*
p
t
r
;

2
1
7
9

i
n
t
t
m
p
;

2
1
8
0

i
n
t
a
t
y
p
e
;

2
1
8
1

s
t
r
u
c
t
t
c
p
h
d
r
*
t
1
;

2
1
8
2

s
t
r
u
c
t
r
t
a
b
l
e
*
r
t
;

2
1
8
3

2
1
8
4

i
f
(
s
k
-
>
s
t
a
t
e
!
=
T
C
P
_
C
L
O
S
E
)

2
1
8
5

r
e
t
u
r
n
(
-
E
I
S
C
O
N
N
)
;

T
C
P

2
1



2
1
9
6

2
1
9
7

i
f
(
u
s
i
n
-
>
s
i
n
_
f
a
m
i
l
y
&
&
u
s
i
n
-
>
s
i
n
_
f
a
m
i
l
y
!
=
A
F
_
I
N
E
T
)
<
-
-
t
c
p
i
s
i
n
t
h
e
f
a
m
i
l
y
`
`
A
F
_
I

2
1
9
8

r
e
t
u
r
n
(
-
E
A
F
N
O
S
U
P
P
O
R
T
)
;

2
1
9
9

2
2
1
7

l
o
c
k
_
s
o
c
k
(
s
k
)
;

2
2
1
8

s
k
-
>
d
a
d
d
r
=
u
s
i
n
-
>
s
i
n
_
a
d
d
r
.
s
_
a
d
d
r
;

2
2
2
2

s
k
-
>
d
u
m
m
y
_
t
h
.
d
e
s
t
=
u
s
i
n
-
>
s
i
n
_
p
o
r
t
;

<
-
-
-
f
i
l
l
t
c
p
h
e
a
d
e
r

2
2
2
3

2
2
2
4

b
u
f
f
=
s
o
c
k
_
w
m
a
l
l
o
c
(
s
k
,
M
A
X
_
S
Y
N
_
S
I
Z
E
,
0
,
G
F
P
_
K
E
R
N
E
L
)
;

2
2
3
0

b
u
f
f
-
>
s
k
=
s
k
;

2
2
4
0

2
2
4
1

t
m
p
=
s
k
-
>
p
r
o
t
-
>
b
u
i
l
d
_
h
e
a
d
e
r
(
b
u
f
f
,
s
k
-
>
s
a
d
d
r
,
s
k
-
>
d
a
d
d
r
,
&
d
e
v
,

2
2
4
2

I
P
P
R
O
T
O
_
T
C
P
,
s
k
-
>
o
p
t
,
M
A
X
_
S
Y
N
_
S
I
Z
E
,
s
k
-
>
i
p
_
t
o
s
,
s
k
-
>
i
p
_
t
t
l
,
&
s
k
-
>
i
p
_
r
o
u
t
e
_
c
a
c
h

2
2
5
1

s
k
-
>
r
c
v
_
s
a
d
d
r
=
s
k
-
>
s
a
d
d
r
;

/
*
B
o
u
n
d
a
d
d
r
e
s
s
*
/

2
2
5
2

2
2
6
2

t
1
=
(
s
t
r
u
c
t
t
c
p
h
d
r
*
)
s
k
b
_
p
u
t
(
b
u
f
f
,
s
i
z
e
o
f
(
s
t
r
u
c
t
t
c
p
h
d
r
)
)
;

2
2
6
4

m
e
m
c
p
y
(
t
1
,
(
v
o
i
d
*
)
&
(
s
k
-
>
d
u
m
m
y
_
t
h
)
,
s
i
z
e
o
f
(
*
t
1
)
)
;
<
-
-
c
o
p
y
t
c
p
h
e
a
d
e
r
f
r
o
m
'
s
k
'
t
o
s
o

2
2
6
9

t
1
-
>
a
c
k
=
0
;

2
2
7
0

t
1
-
>
w
i
n
d
o
w
=
2
;

2
2
7
1

t
1
-
>
s
y
n
=
1
;

<
-
-
-
S
Y
N

2
2
7
2

t
1
-
>
d
o
f
f
=
6
;

2
3
1
3

t
c
p
_
s
e
t
_
s
t
a
t
e
(
s
k
,
T
C
P
_
S
Y
N
_
S
E
N
T
)
;
<
-
-
a
h
a
!
e
n
t
e
r
T
C
P
_
S
Y
N
_
S
E
N
T
v
i
a
a
c
t
i
v
e
o
p
e
n

T
C
P

2
2



/
*
s
e
n
t
a
c
o
n
n
e
c
t
i
o
n
r
e
q
u
e
s
t
,
w
a
i
t
i
n
g
f
o
r
a
c
k
.
i
p
_
q
u
e
u
e
_
x
m
i
t
(
)
a
t

i
n
t
e
r
n
e
t
p
r
o
t
o
c
o
l
l
e
v
e
l
r
e
a
l
l
y
s
e
n
d
o
u
t
t
h
e
T
C
P
_
S
Y
N
_
S
E
N
D
p
a
c
k
e
t
*
/

2
3
2
9

s
k
-
>
p
r
o
t
-
>
q
u
e
u
e
_
x
m
i
t
(
s
k
,
d
e
v
,
b
u
f
f
,
0
)
;

2
3
3
4

r
e
l
e
a
s
e
_
s
o
c
k
(
s
k
)
;

2
3
3
5

r
e
t
u
r
n
(
0
)
;

2
3
3
6
}

IP
p
ro
to
co
l
is
resp
o
sib
le
to
sen
d
o
u
t
th
e
S
Y
N
p
acket
to
th
e
targ
et
ad
d
ress.
O
n
th
e

targ
et
m
ach
in
e,
w
h
en
th
e
p
acket
arrives,
th
e
d
river
th
row
s
an
in
teru
p
t.
A
series
o
f
fu
n
tio
n
s

o
n
n
etw
ork
an
d
IP
p
acket
level
w
ill
b
e
in
vo
ked
.
F
in
ally
tcp
p
ro
to
co
l
h
an
ld
er
tcp
rcv
w
ill

b
e
called
.

2
3
0
0
i
n
t
t
c
p
_
r
c
v
(
s
t
r
u
c
t
s
k
_
b
u
f
f
*
s
k
b
,
s
t
r
u
c
t
d
e
v
i
c
e
*
d
e
v
,
s
t
r
u
c
t
o
p
t
i
o
n
s
*
o
p
t
,

2
3
0
1

_
_
u
3
2
d
a
d
d
r
,
u
n
s
i
g
n
e
d
s
h
o
r
t
l
e
n
,

2
3
0
2

_
_
u
3
2
s
a
d
d
r
,
i
n
t
r
e
d
o
,
s
t
r
u
c
t
i
n
e
t
_
p
r
o
t
o
c
o
l
*
p
r
o
t
o
c
o
l
)

2
3
0
3
{

2
3
0
4

s
t
r
u
c
t
t
c
p
h
d
r
*
t
h
;

2
3
0
5

s
t
r
u
c
t
s
o
c
k
*
s
k
;

2
3
0
6

_
_
u
3
2
s
e
q
;

2
3
0
7

i
n
t
w
a
s
_
a
c
k
;
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2
3
9
1

i
f
(
s
k
-
>
z
a
p
p
e
d
|
|
s
k
-
>
s
t
a
t
e
=
=
T
C
P
_
C
L
O
S
E
)
{

2
3
9
2

g
o
t
o
n
o
_
t
c
p
_
s
o
c
k
e
t
;

<
-
-
c
o
n
n
e
c
t
i
o
n
f
a
i
l
s
!

2
3
9
3

}

2
4
2
5

i
f
(
s
k
-
>
s
t
a
t
e
!
=
T
C
P
_
E
S
T
A
B
L
I
S
H
E
D
)

/
*
S
k
i
p
t
h
i
s
l
o
t
f
o
r
n
o
r
m
a
l
f
l
o
w
*
/

2
4
2
6

{

2
4
2
7

2
4
3
2

i
f
(
s
k
-
>
s
t
a
t
e
=
=
T
C
P
_
L
I
S
T
E
N
)

2
4
3
3

{

2
5
0
7

t
c
p
_
c
o
n
n
_
r
e
q
u
e
s
t
(
s
k
,
s
k
b
,
d
a
d
d
r
,
s
a
d
d
r
,

o
p
t
,
d
e
v
,
s
e
q
)
;
<
-
-
-
c
h
a
n
g
e
t
o
s
t
a
t
e
T
C
P
_
S
Y
N
_
R
E
C
V
,
a
n
d
s
e
n
d
o
u
t
S
Y
N
+
A
C
K

2
5
2
0

r
e
t
u
r
n
0
;

2
5
2
1

}

2
8
2
3
n
o
_
t
c
p
_
s
o
c
k
e
t
:

2
8
2
4

/
*

2
8
2
5

*
N
o
s
u
c
h
T
C
B
.
I
f
t
h
-
>
r
s
t
i
s
0
s
e
n
d
a
r
e
s
e
t
(
c
h
e
c
k
e
d
i
n
t
c
p
_
s
e
n
d
_
r
e
s
e
t
)

2
8
2
6

*
/

2
8
2
7

t
c
p
_
s
e
n
d
_
r
e
s
e
t
(
d
a
d
d
r
,
s
a
d
d
r
,
t
h
,
&
t
c
p
_
p
r
o
t
,
o
p
t
,
d
e
v
,
0
,
2
5
5
)
;

2
8
2
9
d
i
s
c
a
r
d
_
i
t
:

2
8
3
3

s
k
b
-
>
s
k
=
N
U
L
L
;

2
8
3
4

k
f
r
e
e
_
s
k
b
(
s
k
b
,
F
R
E
E
_
R
E
A
D
)
;

2
8
3
5

r
e
t
u
r
n
0
;

2
8
3
6
}
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5
2
6
/
*

5
2
7

*

T
h
i
s
r
o
u
t
i
n
e
h
a
n
d
l
e
s
a
c
o
n
n
e
c
t
i
o
n
r
e
q
u
e
s
t
.

5
2
8

*

I
t
s
h
o
u
l
d
m
a
k
e
s
u
r
e
w
e
h
a
v
e
n
'
t
a
l
r
e
a
d
y
r
e
s
p
o
n
d
e
d
.

5
2
9

*

B
e
c
a
u
s
e
o
f
t
h
e
w
a
y
B
S
D
w
o
r
k
s
,
w
e
h
a
v
e
t
o
s
e
n
d
a
s
y
n
/
a
c
k
n
o
w
.

5
3
2

*
/

5
3
3

5
3
4
s
t
a
t
i
c
v
o
i
d
t
c
p
_
c
o
n
n
_
r
e
q
u
e
s
t
(
s
t
r
u
c
t
s
o
c
k
*
s
k
,
s
t
r
u
c
t
s
k
_
b
u
f
f
*
s
k
b
,

5
3
5

u
3
2
d
a
d
d
r
,
u
3
2
s
a
d
d
r
,
s
t
r
u
c
t
o
p
t
i
o
n
s
*
o
p
t
,
s
t
r
u
c
t
d
e
v
i
c
e
*
d
e
v
,
u
3
2
s
e
q
)

5
3
6
{

5
3
7

s
t
r
u
c
t
s
o
c
k
*
n
e
w
s
k
;

5
3
8

s
t
r
u
c
t
t
c
p
h
d
r
*
t
h
;

5
3
9

s
t
r
u
c
t
r
t
a
b
l
e
*
r
t
;

5
4
3

5
4
4

t
h
=
s
k
b
-
>
h
.
t
h
;

6
3
9

/
*

6
4
0

*
W
e
n
e
e
d
t
o
b
u
i
l
d
a
n
e
w
s
o
c
k
s
t
r
u
c
t
.

6
4
1

*
I
t
i
s
s
o
r
t
o
f
b
a
d
t
o
h
a
v
e
a
s
o
c
k
e
t
w
i
t
h
o
u
t
a
n
i
n
o
d
e
a
t
t
a
c
h
e
d

6
4
2

*
t
o
i
t
,
b
u
t
t
h
e
w
a
k
e
_
u
p
'
s
w
i
l
l
j
u
s
t
w
a
k
e
u
p
t
h
e
l
i
s
t
e
n
i
n
g
s
o
c
k
e
t
,

6
4
3

*
a
n
d
i
f
t
h
e
l
i
s
t
e
n
i
n
g
s
o
c
k
e
t
i
s
d
e
s
t
r
o
y
e
d
b
e
f
o
r
e
t
h
i
s
i
s
t
a
k
e
n

6
4
4

*
o
f
f
o
f
t
h
e
q
u
e
u
e
,
t
h
i
s
w
i
l
l
t
a
k
e
c
a
r
e
o
f
i
t
.

6
4
5

*
/
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6
4
6

6
4
7

n
e
w
s
k
=
(
s
t
r
u
c
t
s
o
c
k
*
)
k
m
a
l
l
o
c
(
s
i
z
e
o
f
(
s
t
r
u
c
t
s
o
c
k
)
,
G
F
P
_
A
T
O
M
I
C
)
;

6
5
6

m
e
m
c
p
y
(
n
e
w
s
k
,
s
k
,
s
i
z
e
o
f
(
*
n
e
w
s
k
)
)
;

.
.
.
.
.
.
/
*
d
o
a
l
o
t
o
f
i
n
i
t
i
a
l
i
z
a
t
i
o
n
*
/

7
2
9

n
e
w
s
k
-
>
s
t
a
t
e
=
T
C
P
_
S
Y
N
_
R
E
C
V
;

7
4
5

n
e
w
s
k
-
>
d
u
m
m
y
_
t
h
.
s
o
u
r
c
e
=
s
k
b
-
>
h
.
t
h
-
>
d
e
s
t
;

7
4
6

n
e
w
s
k
-
>
d
u
m
m
y
_
t
h
.
d
e
s
t
=
s
k
b
-
>
h
.
t
h
-
>
s
o
u
r
c
e
;

7
5
7

/
*

7
5
8

*

S
w
a
p
t
h
e
s
e
t
w
o
,
t
h
e
y
a
r
e
f
r
o
m
o
u
r
p
o
i
n
t
o
f
v
i
e
w
.

7
5
9

*
/

7
6
1

n
e
w
s
k
-
>
d
a
d
d
r
=
s
a
d
d
r
;

7
6
2

n
e
w
s
k
-
>
s
a
d
d
r
=
d
a
d
d
r
;

7
6
3

n
e
w
s
k
-
>
r
c
v
_
s
a
d
d
r
=
d
a
d
d
r
;

7
7
2

{

7
7
3

t
c
p
_
v
4
_
h
a
s
h
(
n
e
w
s
k
)
;

7
7
4

a
d
d
_
t
o
_
p
r
o
t
_
s
k
l
i
s
t
(
n
e
w
s
k
)
;

7
7
5

}

7
7
9

n
e
w
s
k
-
>
s
o
c
k
e
t
=
N
U
L
L
;

8
7
3

t
c
p
_
s
e
n
d
_
s
y
n
a
c
k
(
n
e
w
s
k
,
s
k
,
s
k
b
,
0
)
;
<
-
-
s
e
n
d
b
a
c
k
S
Y
N
+
A
C
K
t
o
s
o
u
r
c
e
a
d
d
r
e
s
s

8
6
9
}
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9
6
0
v
o
i
d
t
c
p
_
s
e
n
d
_
s
y
n
a
c
k
(
s
t
r
u
c
t
s
o
c
k
*
n
e
w
s
k
,
s
t
r
u
c
t
s
o
c
k
*
s
k
,
s
t
r
u
c
t
s
k
_
b
u
f
f
*
s
k
b
,
i
n
t
d
e
s
t
r
o

9
6
1
{

9
6
2

s
t
r
u
c
t
t
c
p
h
d
r
*
t
1
;

9
6
3

u
n
s
i
g
n
e
d
c
h
a
r
*
p
t
r
;

9
6
4

s
t
r
u
c
t
s
k
_
b
u
f
f
*
b
u
f
f
;

9
6
5

s
t
r
u
c
t
d
e
v
i
c
e
*
n
d
e
v
=
n
e
w
s
k
-
>
b
o
u
n
d
_
d
e
v
i
c
e
;

9
6
6

i
n
t
t
m
p
;

9
6
7

9
6
8

b
u
f
f
=
s
o
c
k
_
w
m
a
l
l
o
c
(
n
e
w
s
k
,
M
A
X
_
S
Y
N
_
S
I
Z
E
,
1
,
G
F
P
_
A
T
O
M
I
C
)
;

9
7
7

9
7
8

b
u
f
f
-
>
s
k
=
n
e
w
s
k
;

9
8
5

t
m
p
=
s
k
-
>
p
r
o
t
-
>
b
u
i
l
d
_
h
e
a
d
e
r
(
b
u
f
f
,
n
e
w
s
k
-
>
s
a
d
d
r
,
n
e
w
s
k
-
>
d
a
d
d
r
,
&
n
d
e
v
,

9
8
6

I
P
P
R
O
T
O
_
T
C
P
,
n
e
w
s
k
-
>
o
p
t
,
M
A
X
_
S
Y
N
_
S
I
Z
E
,
s
k
-
>
i
p
_
t
o
s
,
s
k
-
>
i
p
_
t
t
l
,
&

1
0
0
4

t
1
=
(
s
t
r
u
c
t
t
c
p
h
d
r
*
)
s
k
b
_
p
u
t
(
b
u
f
f
,
s
i
z
e
o
f
(
s
t
r
u
c
t
t
c
p
h
d
r
)
)
;

1
0
0
5

1
0
0
6

m
e
m
c
p
y
(
t
1
,
s
k
b
-
>
h
.
t
h
,
s
i
z
e
o
f
(
*
t
1
)
)
;

1
0
0
9

/
*

1
0
1
0

*

S
w
a
p
t
h
e
s
e
n
d
a
n
d
t
h
e
r
e
c
e
i
v
e
.

1
0
1
1

*
/

1
0
1
2

t
1
-
>
d
e
s
t
=
s
k
b
-
>
h
.
t
h
-
>
s
o
u
r
c
e
;
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1
0
1
3

t
1
-
>
s
o
u
r
c
e
=
n
e
w
s
k
-
>
d
u
m
m
y
_
t
h
.
s
o
u
r
c
e
;

1
0
1
4

t
1
-
>
s
e
q
=
n
t
o
h
l
(
b
u
f
f
-
>
s
e
q
)
;

1
0
1
5

n
e
w
s
k
-
>
s
e
n
t
_
s
e
q
=
n
e
w
s
k
-
>
w
r
i
t
e
_
s
e
q
;

.
.
.
.
.
.
/
*
s
e
t
o
t
h
e
r
f
i
e
l
d
s
o
f
n
e
w
s
k
*
/

/
*
s
e
n
d
o
u
t
S
Y
N
+
A
C
K
p
a
c
k
e
t
*
/

1
0
5
0

n
e
w
s
k
-
>
p
r
o
t
-
>
q
u
e
u
e
_
x
m
i
t
(
n
e
w
s
k
,
n
d
e
v
,
b
u
f
f
,
0
)
;

1
0
7
8
}

N
ow
it
is
clien
t's
tu
rn
to
p
ro
cess
S
Y
N
+
A
C
K
fro
m
server.
T
h
e
sam
e
as
server
d
id
w
h
ile

it
receives
S
Y
N
p
acket,
even
tu
ally
tcp
rcv()
is
in
vo
ked
.

2
3
0
0
i
n
t
t
c
p
_
r
c
v
(
s
t
r
u
c
t
s
k
_
b
u
f
f
*
s
k
b
,
s
t
r
u
c
t
d
e
v
i
c
e
*
d
e
v
,
s
t
r
u
c
t
o
p
t
i
o
n
s
*
o
p
t
,

2
3
0
1

_
_
u
3
2
d
a
d
d
r
,
u
n
s
i
g
n
e
d
s
h
o
r
t
l
e
n
,

2
3
0
2

_
_
u
3
2
s
a
d
d
r
,
i
n
t
r
e
d
o
,
s
t
r
u
c
t
i
n
e
t
_
p
r
o
t
o
c
o
l
*
p
r
o
t
o
c
o
l
)

2
3
0
3
{

.
.
.
.
.
.

2
4
2
5

i
f
(
s
k
-
>
s
t
a
t
e
!
=
T
C
P
_
E
S
T
A
B
L
I
S
H
E
D
)

/
*
S
k
i
p
t
h
i
s
l
o
t
f
o
r
n
o
r
m
a
l
f
l
o
w
*
/

2
4
2
6

{

.
.
.
.

2
5
4
4

i
f
(
s
k
-
>
s
t
a
t
e
=
=
T
C
P
_
S
Y
N
_
S
E
N
T
)

2
5
4
5

{

2
5
4
6

/
*
C
r
o
s
s
e
d
S
Y
N
o
r
p
r
e
v
i
o
u
s
j
u
n
k
s
e
g
m
e
n
t
*
/
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2
5
4
7

i
f
(
t
h
-
>
a
c
k
)

2
5
4
8

{

2
5
6
8

i
f
(
!
t
h
-
>
s
y
n
)

2
5
6
9

{

.
.
.
.
.
.

2
5
7
6

r
e
t
u
r
n
0
;

2
5
7
7

}

2
5
7
8

2
5
7
9

/
*
p
r
o
c
e
s
s
t
h
e
A
C
K
,
g
e
t
t
h
e
S
Y
N
p
a
c
k
e
t
o
u
t

2
5
8
0

*
o
f
t
h
e
s
e
n
d
q
u
e
u
e
,
d
o
o
t
h
e
r
i
n
i
t
i
a
l

2
5
8
1

*
p
r
o
c
e
s
s
i
n
g
s
t
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;

6
7
6

r
e
t
u
r
n
N
U
L
L
;

6
7
7
}

5
7
e
n
u
m
{

T
C
P
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5
8

T
C
P
_
E
S
T
A
B
L
I
S
H
E
D
=
1
,

5
9

T
C
P
_
S
Y
N
_
S
E
N
T
,

6
0

T
C
P
_
S
Y
N
_
R
E
C
V
,

6
1

T
C
P
_
F
I
N
_
W
A
I
T
1
,

6
2

T
C
P
_
F
I
N
_
W
A
I
T
2
,

6
3

T
C
P
_
T
I
M
E
_
W
A
I
T
,

6
4

T
C
P
_
C
L
O
S
E
,

6
5

T
C
P
_
C
L
O
S
E
_
W
A
I
T
,

6
6

T
C
P
_
L
A
S
T
_
A
C
K
,

6
7

T
C
P
_
L
I
S
T
E
N
,

6
8

T
C
P
_
C
L
O
S
I
N
G

/
*
n
o
w
a
v
a
l
i
d
s
t
a
t
e
*
/

6
9
}
;

T
ill
n
ow
,
a
n
ew
ly
g
en
erated
so
cket
h
as
b
een
h
o
o
ked
o
n
to
a
received
so
cket
b
u
�
er.

T
h
e
w
h
o
le
co
n
n
ectio
n
is
avaib
le
b
etw
een
2
B
C
D
so
cket,
an
d
th
e
sen
d
/
recv
d
ata
stream

can

ow
alo
n
g
th
e
co
n
n
ectio
n
.

T
C
P
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H
o
w
is
d
a
ta
strea
m
tra
n
sm
itted
a
lo
n
g
th
e
co
n
n
ectio
n
?

W
ith
th
e
co
n
n
ectio
n
estab
lish
ed
b
o
th
en
d
s
are
free
to
sen
d
an
d
receive
d
ata.
L
et's
see

h
ow
a
read
is
im
p
lem
en
ted
o
n
a
T
C
P
estab
lish
ed
co
n
n
ectio
n
.

L
in
u
x/
n
et/
so
cket.c

3
5
4
/
*

3
5
5

*

R
e
a
d
d
a
t
a
f
r
o
m
a
s
o
c
k
e
t
.
u
b
u
f
i
s
a
u
s
e
r
m
o
d
e
p
o
i
n
t
e
r
.
W
e
m
a
k
e
s
u
r
e
t
h
e
u
s
e
r

3
5
6

*

a
r
e
a
u
b
u
f
.
.
.
u
b
u
f
+
s
i
z
e
-
1
i
s
w
r
i
t
a
b
l
e
b
e
f
o
r
e
a
s
k
i
n
g
t
h
e
p
r
o
t
o
c
o
l
.

3
5
7

*
/

3
5
8

3
5
9
s
t
a
t
i
c
i
n
t
s
o
c
k
_
r
e
a
d
(
s
t
r
u
c
t
i
n
o
d
e
*
i
n
o
d
e
,
s
t
r
u
c
t
f
i
l
e
*
f
i
l
e
,
c
h
a
r
*
u
b
u
f
,
i
n
t
s
i
z
e
)

3
6
0
{

3
6
1

s
t
r
u
c
t
s
o
c
k
e
t
*
s
o
c
k
;

3
6
2

i
n
t
e
r
r
;

3
6
3

s
t
r
u
c
t
i
o
v
e
c
i
o
v
;

3
6
4

s
t
r
u
c
t
m
s
g
h
d
r
m
s
g
;

3
6
5

3
6
6

s
o
c
k
=
s
o
c
k
i
_
l
o
o
k
u
p
(
i
n
o
d
e
)
;
<
-
-

i
n
o
d
e
=
=
>
s
o
c
k
e
t

3
7
4

i
f
(
(
e
r
r
=
v
e
r
i
f
y
_
a
r
e
a
(
V
E
R
I
F
Y
_
W
R
I
T
E
,
u
b
u
f
,
s
i
z
e
)
)
<
0
)

3
7
5

r
e
t
u
r
n
e
r
r
;

T
C
P
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3
7
6

m
s
g
.
m
s
g
_
n
a
m
e
=
N
U
L
L
;

3
7
7

m
s
g
.
m
s
g
_
i
o
v
=
&
i
o
v
;

3
7
8

m
s
g
.
m
s
g
_
i
o
v
l
e
n
=
1
;

3
8
0

i
o
v
.
i
o
v
_
b
a
s
e
=
u
b
u
f
;

3
8
1

i
o
v
.
i
o
v
_
l
e
n
=
s
i
z
e
;

3
8
3

r
e
t
u
r
n
(
s
o
c
k
-
>
o
p
s
-
>
r
e
c
v
m
s
g
(
s
o
c
k
,
&
m
s
g
,
s
i
z
e
,
(
f
i
l
e
-
>
f
_
f
l
a
g
s
&
O
_
N
O
N
B
L
O
C
K
)
,
0
,
&
m
s
g
.
m
s
g
_

3
8
4
}H

ere
m
s
g
h
d
r
is
u
sed
to
tran
fer
d
ata.

2
5
s
t
r
u
c
t
m
s
g
h
d
r

2
6
{

2
7

v
o
i
d

*

m
s
g
_
n
a
m
e
;

/
*
S
o
c
k
e
t
n
a
m
e

*
/

2
8

i
n
t

m
s
g
_
n
a
m
e
l
e
n
;

/
*
L
e
n
g
t
h
o
f
n
a
m
e

*
/

2
9

s
t
r
u
c
t
i
o
v
e
c
*

m
s
g
_
i
o
v
;

/
*
D
a
t
a
b
l
o
c
k
s

*
/

3
0

i
n
t

m
s
g
_
i
o
v
l
e
n
;

/
*
N
u
m
b
e
r
o
f
b
l
o
c
k
s

*
/

3
4
}
;

i
n
e
t
_
r
e
c
v
m
s
g
(
s
t
r
u
c
t
s
o
c
k
e
t
*
s
o
c
k
,
s
t
r
u
c
t
m
s
g
h
d
r
*
u
b
u
f
,
i
n
t
s
i
z
e
,
i
n
t
n
o
b
l
o
c
k
,

i
n
t
f
l
a
g
s
,
i
n
t
*
a
d
d
r
_
l
e
n
)

is
called
,
th
en
tcp
recvm
sg
()
is
in
vo
ked
to
receive
d
ata
via
IN
E
T
so
cket.

T
C
P

4
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1
5
8
4
/
*

1
5
8
5

*

T
h
i
s
r
o
u
t
i
n
e
c
o
p
i
e
s
f
r
o
m
a
s
o
c
k
s
t
r
u
c
t
i
n
t
o
t
h
e
u
s
e
r
b
u
f
f
e
r
.

1
5
8
6

*
/

1
5
8
8
s
t
a
t
i
c
i
n
t
t
c
p
_
r
e
c
v
m
s
g
(
s
t
r
u
c
t
s
o
c
k
*
s
k
,
s
t
r
u
c
t
m
s
g
h
d
r
*
m
s
g
,

1
5
8
9

i
n
t
l
e
n
,
i
n
t
n
o
n
b
l
o
c
k
,
i
n
t
f
l
a
g
s
,
i
n
t
*
a
d
d
r
_
l
e
n
)

1
5
9
0
{

1
5
9
1

s
t
r
u
c
t
w
a
i
t
_
q
u
e
u
e
w
a
i
t
=
{
c
u
r
r
e
n
t
,
N
U
L
L
}
;

1
6
1
8

s
e
q
=
&
s
k
-
>
c
o
p
i
e
d
_
s
e
q
;

1
6
2
2

a
d
d
_
w
a
i
t
_
q
u
e
u
e
(
s
k
-
>
s
l
e
e
p
,
&
w
a
i
t
)
;

1
6
2
3

l
o
c
k
_
s
o
c
k
(
s
k
)
;

1
6
2
4

w
h
i
l
e
(
l
e
n
>
0
)

1
6
2
5

{

1
6
2
6

s
t
r
u
c
t
s
k
_
b
u
f
f
*
s
k
b
;

1
6
2
7

u
3
2
o
f
f
s
e
t
;

1
6
5
3

c
u
r
r
e
n
t
-
>
s
t
a
t
e
=
T
A
S
K
_
I
N
T
E
R
R
U
P
T
I
B
L
E
;

1
6
5
5

s
k
b
=
s
k
-
>
r
e
c
e
i
v
e
_
q
u
e
u
e
.
n
e
x
t
;

1
6
5
6

w
h
i
l
e
(
s
k
b
!
=
(
s
t
r
u
c
t
s
k
_
b
u
f
f
*
)
&
s
k
-
>
r
e
c
e
i
v
e
_
q
u
e
u
e
)

1
6
5
7

{

1
6
5
8

i
f
(
b
e
f
o
r
e
(
*
s
e
q
,
s
k
b
-
>
s
e
q
)
)

1
6
5
9

b
r
e
a
k
;

T
C
P
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1
6
6
0

o
f
f
s
e
t
=
*
s
e
q
-
s
k
b
-
>
s
e
q
;

1
6
6
1

i
f
(
s
k
b
-
>
h
.
t
h
-
>
s
y
n
)

1
6
6
2

o
f
f
s
e
t
-
-
;

1
6
6
3

i
f
(
o
f
f
s
e
t
<
s
k
b
-
>
l
e
n
)

1
6
6
4

g
o
t
o
f
o
u
n
d
_
o
k
_
s
k
b
;

1
6
6
9

s
k
b
=
s
k
b
-
>
n
e
x
t
;

1
6
7
0

}.
.
.
.
.
.

1
7
0
4

c
l
e
a
n
u
p
_
r
b
u
f
(
s
k
)
;

1
7
0
5

r
e
l
e
a
s
e
_
s
o
c
k
(
s
k
)
;

1
7
0
6

s
k
-
>
s
o
c
k
e
t
-
>
f
l
a
g
s
|
=
S
O
_
W
A
I
T
D
A
T
A
;

1
7
0
7

s
c
h
e
d
u
l
e
(
)
;

1
7
0
8

s
k
-
>
s
o
c
k
e
t
-
>
f
l
a
g
s
&
=
~
S
O
_
W
A
I
T
D
A
T
A
;

1
7
0
9

l
o
c
k
_
s
o
c
k
(
s
k
)
;

1
7
1
0

c
o
n
t
i
n
u
e
;

1
7
1
2

f
o
u
n
d
_
o
k
_
s
k
b
:

1
7
6
5

m
e
m
c
p
y
_
t
o
i
o
v
e
c
(
m
s
g
-
>
m
s
g
_
i
o
v
,
(
(
u
n
s
i
g
n
e
d
c
h
a
r
*
)
s
k
b
-
>
h
.
t
h
)
+

1
7
6
6

s
k
b
-
>
h
.
t
h
-
>
d
o
f
f
*
4
+
o
f
f
s
e
t
,
u
s
e
d
)
;

.
.
.
.
.
.

1
8
0
9

}

1
8
1
0

1
8
1
1

i
f
(
c
o
p
i
e
d
>
0
&
&
m
s
g
-
>
m
s
g
_
n
a
m
e
)
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1
8
1
2

{

1
8
1
3

s
t
r
u
c
t
s
o
c
k
a
d
d
r
_
i
n
*
s
i
n
=
(
s
t
r
u
c
t
s
o
c
k
a
d
d
r
_
i
n
*
)
m
s
g
-
>
m
s
g
_
n
a
m
e
;

1
8
1
4

s
i
n
-
>
s
i
n
_
f
a
m
i
l
y
=
A
F
_
I
N
E
T
;

1
8
1
5

s
i
n
-
>
s
i
n
_
a
d
d
r
.
s
_
a
d
d
r
=
s
k
-
>
d
a
d
d
r
;

1
8
1
6

s
i
n
-
>
s
i
n
_
p
o
r
t
=
s
k
-
>
d
u
m
m
y
_
t
h
.
d
e
s
t
;

1
8
1
7

}

1
8
1
8

i
f
(
a
d
d
r
_
l
e
n
)

1
8
1
9

*
a
d
d
r
_
l
e
n
=
s
i
z
e
o
f
(
s
t
r
u
c
t
s
o
c
k
a
d
d
r
_
i
n
)
;

1
8
2
0

1
8
2
1

r
e
m
o
v
e
_
w
a
i
t
_
q
u
e
u
e
(
s
k
-
>
s
l
e
e
p
,
&
w
a
i
t
)
;

1
8
2
2

c
u
r
r
e
n
t
-
>
s
t
a
t
e
=
T
A
S
K
_
R
U
N
N
I
N
G
;

1
8
2
3

1
8
2
4

/
*
C
l
e
a
n
u
p
d
a
t
a
w
e
h
a
v
e
r
e
a
d
:
T
h
i
s
w
i
l
l
d
o
A
C
K
f
r
a
m
e
s
*
/

1
8
2
5

c
l
e
a
n
u
p
_
r
b
u
f
(
s
k
)
;

1
8
2
6

r
e
l
e
a
s
e
_
s
o
c
k
(
s
k
)
;

1
8
2
7

r
e
t
u
r
n
c
o
p
i
e
d
;

1
8
2
8
}

T
C
P
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W
h
at
tcp
recvm
sg
()
fo
u
n
d
h
ere
is
p
laced
b
y
tcp
rcv(),
let's
see
it:

2
3
0
0
i
n
t
t
c
p
_
r
c
v
(
s
t
r
u
c
t
s
k
_
b
u
f
f
*
s
k
b
,
s
t
r
u
c
t
d
e
v
i
c
e
*
d
e
v
,
s
t
r
u
c
t
o
p
t
i
o
n
s
*
o
p
t
,

2
3
0
1

_
_
u
3
2
d
a
d
d
r
,
u
n
s
i
g
n
e
d
s
h
o
r
t
l
e
n
,

2
3
0
2

_
_
u
3
2
s
a
d
d
r
,
i
n
t
r
e
d
o
,
s
t
r
u
c
t
i
n
e
t
_
p
r
o
t
o
c
o
l
*
p
r
o
t
o
c
o
l
)

2
3
0
3
{

2
3
0
4

s
t
r
u
c
t
t
c
p
h
d
r
*
t
h
;

2
3
0
5

s
t
r
u
c
t
s
o
c
k
*
s
k
;

2
3
0
6

_
_
u
3
2
s
e
q
;

2
3
0
7

i
n
t
w
a
s
_
a
c
k
;

2
3
1
8

t
h
=
s
k
b
-
>
h
.
t
h
;

2
3
1
9

w
a
s
_
a
c
k
=
t
h
-
>
a
c
k
;
/
*
R
e
m
e
m
b
e
r
f
o
r
l
a
t
e
r
w
h
e
n
w
e
'
v
e
f
r
e
e
d
t
h
e
s
k
b
*
/

2
3
2
0

s
k
=
s
k
b
-
>
s
k
;

2
7
1
4
r
f
c
_
s
t
e
p
4
:

/
*
I
'
l
l
c
l
e
a
n
t
h
i
s
u
p
l
a
t
e
r
*
/

2
7
1
5

2
7
1
6

/
*

2
7
1
7

*

W
e
a
r
e
n
o
w
i
n
n
o
r
m
a
l
d
a
t
a
f
l
o
w
(
s
e
e
t
h
e
s
t
e
p
l
i
s
t
i
n
t
h
e
R
F
C
)

2
7
1
8

*

N
o
t
e
m
o
s
t
o
f
t
h
e
s
e
a
r
e
i
n
l
i
n
e
n
o
w
.
I
'
l
l
i
n
l
i
n
e
t
h
e
l
o
t
w
h
e
n

2
7
1
9

*

I
h
a
v
e
t
i
m
e
t
o
t
e
s
t
i
t
h
a
r
d
a
n
d
l
o
o
k
a
t
w
h
a
t
g
c
c
o
u
t
p
u
t
s

2
7
2
0

*
/
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2
7
2
1

/
*
c
h
e
c
k
s
t
o
s
e
e
i
f
t
h
e
t
c
p
h
e
a
d
e
r
i
s
a
c
t
u
a
l
l
y
a
c
c
e
p
t
a
b
l
e
.
*
/

2
7
2
2

i
f
(
!
t
c
p
_
s
e
q
u
e
n
c
e
(
s
k
,
s
k
b
-
>
s
e
q
,
s
k
b
-
>
e
n
d
_
s
e
q
-
t
h
-
>
s
y
n
)
)

2
7
2
3

{

2
7
2
4

b
a
d
_
t
c
p
_
s
e
q
u
e
n
c
e
(
s
k
,
t
h
,
s
k
b
-
>
e
n
d
_
s
e
q
-
t
h
-
>
s
y
n
,
d
e
v
)
;

2
7
2
5

k
f
r
e
e
_
s
k
b
(
s
k
b
,
F
R
E
E
_
R
E
A
D
)
;

2
7
2
6

r
e
t
u
r
n
0
;

2
7
2
7

}

2
7
7
7
r
f
c
_
s
t
e
p
6
:

2
7
8
9

2
7
9
0

/
*

2
7
9
1

*

P
r
o
c
e
s
s
t
h
e
e
n
c
a
p
s
u
l
a
t
e
d
d
a
t
a

2
7
9
2

*
/

2
7
9
3

2
7
9
4

i
f
(
t
c
p
_
d
a
t
a
(
s
k
b
,
s
k
,
s
a
d
d
r
,
l
e
n
)
)

2
7
9
5

k
f
r
e
e
_
s
k
b
(
s
k
b
,
F
R
E
E
_
R
E
A
D
)
;

2
7
9
6

2
8
2
1

r
e
t
u
r
n
0
;

2
8
3
6
}

W
e
n
eed
to
m
o
ve
th
e
s
k
b
in
to
th
e
r
e
c
e
i
v
e

q
u
e
u
e
o
f
s
k
,
so
th
at
th
e
ap
p
licatio
n
can

fetch
it
th
ro
u
g
h
read
in
g
so
cket.
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2
0
3
4
/
*

2
0
3
5

*

T
h
i
s
r
o
u
t
i
n
e
h
a
n
d
l
e
s
t
h
e
d
a
t
a
.

I
f
t
h
e
r
e
i
s
r
o
o
m
i
n
t
h
e
b
u
f
f
e
r
,

2
0
3
6

*

i
t
w
i
l
l
b
e
h
a
v
e
a
l
r
e
a
d
y
b
e
e
n
m
o
v
e
d
i
n
t
o
i
t
.

I
f
t
h
e
r
e
i
s
n
o

2
0
3
7

*

r
o
o
m
,
t
h
e
n
w
e
w
i
l
l
j
u
s
t
h
a
v
e
t
o
d
i
s
c
a
r
d
t
h
e
p
a
c
k
e
t
.

2
0
3
8

*
/

2
0
3
9

2
0
4
0
s
t
a
t
i
c
i
n
t
t
c
p
_
d
a
t
a
(
s
t
r
u
c
t
s
k
_
b
u
f
f
*
s
k
b
,
s
t
r
u
c
t
s
o
c
k
*
s
k
,

2
0
4
1

u
n
s
i
g
n
e
d
l
o
n
g
s
a
d
d
r
,
u
n
s
i
g
n
e
d
i
n
t
l
e
n
)

2
0
4
2
{

2
0
4
3

s
t
r
u
c
t
t
c
p
h
d
r
*
t
h
;

2
0
4
4

u
3
2
n
e
w
_
s
e
q
,
s
h
u
t
_
s
e
q
;

2
0
4
5

2
0
4
6

t
h
=
s
k
b
-
>
h
.
t
h
;

2
0
4
7

s
k
b
_
p
u
l
l
(
s
k
b
,
t
h
-
>
d
o
f
f
*
4
)
;

2
0
4
8

s
k
b
_
t
r
i
m
(
s
k
b
,
l
e
n
-
(
t
h
-
>
d
o
f
f
*
4
)
)
;

2
0
4
9

2
0
5
0

/
*

2
0
5
1

*

T
h
e
b
y
t
e
s
i
n
t
h
e
r
e
c
e
i
v
e
r
e
a
d
/
a
s
s
e
m
b
l
y
q
u
e
u
e
h
a
s
i
n
c
r
e
a
s
e
d
.
N
e
e
d
e
d
f
o
r
t
h
e

2
0
5
2

*

l
o
w
m
e
m
o
r
y
d
i
s
c
a
r
d
a
l
g
o
r
i
t
h
m

2
0
5
3

*
/

2
0
5
4

2
0
5
5

s
k
-
>
b
y
t
e
s
_
r
c
v
+
=
s
k
b
-
>
l
e
n
;

T
C
P

4
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2
1
3
2

t
c
p
_
q
u
e
u
e
(
s
k
b
,
s
k
,
t
h
)
;

2
1
3
4

r
e
t
u
r
n
(
0
)
;

2
1
3
5
}

1
9
2
2
s
t
a
t
i
c
v
o
i
d
t
c
p
_
q
u
e
u
e
(
s
t
r
u
c
t
s
k
_
b
u
f
f
*
s
k
b
,
s
t
r
u
c
t
s
o
c
k
*
s
k
,
s
t
r
u
c
t
t
c
p
h
d
r
*
t
h
)

1
9
2
3
{

1
9
2
4

u
3
2
a
c
k
_
s
e
q
;

1
9
2
5

1
9
2
6

t
c
p
_
i
n
s
e
r
t
_
s
k
b
(
s
k
b
,
&
s
k
-
>
r
e
c
e
i
v
e
_
q
u
e
u
e
)
;

.
.
.
.
.
.

1
9
8
8

/
*

1
9
8
9

*

T
e
l
l
t
h
e
u
s
e
r
w
e
h
a
v
e
s
o
m
e
m
o
r
e
d
a
t
a
.

1
9
9
0

*
/

1
9
9
1

1
9
9
2

i
f
(
!
s
k
-
>
d
e
a
d
)

1
9
9
3

s
k
-
>
d
a
t
a
_
r
e
a
d
y
(
s
k
,
0
)
;

2
0
3
1
}

T
C
P
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O
n
callin
g
s
k
-
>
d
a
t
a

r
e
a
d
y
(
)
,
callb
ack
fu
n
ctio
n
w
ill
w
ake
u
p
task
s
w
aitin
g
o
n
th
is

so
cket.

6
8
s
t
a
t
i
c
v
o
i
d
s
m
b
_
d
a
t
a
_
c
a
l
l
b
a
c
k
(
s
t
r
u
c
t
s
o
c
k
*
s
k
,
i
n
t
l
e
n
)

6
9
{

7
0

s
t
r
u
c
t
s
o
c
k
e
t
*
s
o
c
k
=
s
k
-
>
s
o
c
k
e
t
;

7
1

7
2

i
f
(
!
s
k
-
>
d
e
a
d
)

7
3

{

7
4

u
n
s
i
g
n
e
d
c
h
a
r
p
e
e
k
_
b
u
f
[
4
]
;

7
5

i
n
t
r
e
s
u
l
t
;

7
6

u
n
s
i
g
n
e
d
s
h
o
r
t
f
s
;

7
7

.
.
.
.
.
.

1
0
3

i
f
(
r
e
s
u
l
t
!
=
-
E
A
G
A
I
N
)

1
0
4

{

1
0
5

w
a
k
e
_
u
p
_
i
n
t
e
r
r
u
p
t
i
b
l
e
(
s
k
-
>
s
l
e
e
p
)
;

1
0
6

}

1
0
7

}

1
0
8
}
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T
C
P
T
im
ers

T
C
P
m
u
st
m
an
ag
e
seven
d
i�
eren
t
tim
ers
for
each
co
n
n
ectio
n
.
A
ssu
m
e
a
very
sim
p
le

co
n
n
ectio
n
in
w
h
ich
o
n
e
p
ro
cess
(S
en
d
er)
o
n
ly
sen
d
s
d
ata
an
d
th
e
o
th
er
p
ro
cess(R
eceiver)

o
n
ly
receives
d
ata.
T
h
e
fo
llow
in
g
tim
ers
are
m
ain
tain
ed
b
y
S
en
d
er
o
n
ly.

�

C
o
n
n
ectio
n
-E
stab
lish
ed
:
T
h
e
co
n
n
ectio
n
-estab
lish
m
en
t
tim
er
starts
w
h
en
a
S
Y
N
is
sen
t

to
estab
lish
a
n
ew
co
n
n
ectio
n
.
If
th
e
rep
o
n
se
is
n
o
t
received
w
ith
in
7
5
seco
n
d
s,
th
e

co
n
n
ectio
n
estab
lish
m
en
t
is
ab
orted
.

�

R
etran
sm
issio
n
:
T
h
e
retran
sm
issio
n
-tim
er
is
set
w
h
en
T
C
P
sen
d
s
d
ata.
If
th
e
d
ata
is

n
o
t
ack
n
ow
led
g
ed
b
y
th
e
o
th
er
en
d
w
h
en
th
is
exp
ires,
T
C
P
retran
sm
its
th
e
d
ata.
T
h
e

valu
e
o
f
th
is
tim
er
is
calcu
lated
d
yn
am
ically
b
u
t
m
u
st
b
e
tetw
een
1
an
d
6
4
seco
n
d
s.

�

P
ersist:

T
h
e
p
ersist
tim
er
is
u
sed
w
h
en
th
e
R
eceiver
h
as
th
ro
ttled
th
e
S
en
d
er.

T
h
ro
ttle
p
ackets(called
w
in
d
ow
ad
vertisem
en
ts)
are
n
o
t
ack
n
ow
led
g
ed
,
so
a
lo
st
w
in
d
ow

ad
vertisem
en
t
co
u
ld
e�
ectively
sto
p
all
co
m
m
u
n
icatio
n
.
W
h
en
th
is
tim
er
g
o
es
o
�
,
th
e

S
en
d
er
q
u
eries
th
e
R
eceiver.

�

F
IN
W
A
IT
2
:
T
h
e
F
IN
W
A
IT
2
tim
er
is
u
sed
w
h
en
th
e
sen
d
er
execu
tes
a
clo
se.
If
th
e

R
eceiver
crash
es,
it
w
ill
n
ever
ack
n
ow
led
g
e
th
e
clo
se.
W
h
en
th
is
tim
e
g
o
es
o
�
,
th
e

T
C
P
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S
en
d
er
assu
m
es
th
e
R
eceiver
crash
ed
an
d
clo
ses
th
e
co
n
n
ectio
n
.

�

2
M
S
L
:
T
h
e
2
M
S
L
(2
tim
es
m
axim
u
m
seg
m
en
t
lifetim
e)
tim
er
is
set
w
h
en
th
e
R
eceiver

en
ters
th
e
T
IM
E
W
A
IT
state.
A
t
th
is
p
o
in
t,
b
o
th
sid
es
h
ave
clo
sed
th
eir
so
ckets.

A
sin
g
le
tim
er
is
u
sed
b
y
th
e
R
eceiver
o
n
ly:

�

D
elayed
A
C
K
:
T
h
e
d
elayed
A
C
K
tim
er
is
set
w
h
en
T
C
P
receives
d
ata
th
at
m
u
st
b
e

ack
n
ow
led
g
ed
,
b
u
t
n
eed
n
o
t
b
e
ack
n
ow
led
g
ed
im
m
ed
iately.
N
eed
ed
b
ecau
se
T
C
P
u
ses

a
slid
in
g
w
in
d
ow
p
ro
to
co
l.

B
o
th
th
e
S
en
d
er
an
d
th
e
R
eceiver
im
p
lem
en
t:

�

K
eep
alive:
T
h
e
keep
alive
tim
er
is
o
p
tio
n
al
an
d
can
b
e
tu
rn
ed
o
n
b
y
th
e
u
ser.
S
in
ce
T
C
P

is
co
n
n
ectio
n
orien
ted
,
even
id
le
co
n
n
ectio
n
s
n
eed
to
b
e
m
ain
tain
ed
.
If
th
e
co
n
n
ectio
n

is
id
le
for
2
h
o
u
rs,
a
sp
ecial
seg
em
n
t
is
sen
t
to
th
e
o
th
er
en
d
,
forcin
g
it
to
resp
o
n
d
.

B
o
th
en
d
s
can
th
u
s
d
eterm
in
e
if
th
eir
p
eer
h
ave
crash
ed
/
reb
o
o
ted
.

T
C
P

5
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A simple example

Assume a window and segment size of one byte. The Sender wants to transmit one

byte of data and stop.
SENDER RECEIVER

system call timer action system calltimer action

write(s_socket, ’@’,..) read(r_socket, ..)

RETRANSMISSION set

RETRANSMISSION set

DELAYED ACKset

DELAYED ACK expires

RETRANSMISSION expires

lost

ACK:2

’@’:1

’@’:1

RETRANSMISSION turn off

TCP 51



T
o
w
rite,
so
ck
w
rite()
is
called
.
T
h
en
in
et
sen
d
m
sg
(),
tcp
sen
d
m
sg
,
tcp
d
o
sen
d
m
sg
,

at
last
tcp
sen
d
sk
b
()
is
called
o
n
e
b
y
o
n
e:

1
2
4
v
o
i
d
t
c
p
_
s
e
n
d
_
s
k
b
(
s
t
r
u
c
t
s
o
c
k
*
s
k
,
s
t
r
u
c
t
s
k
_
b
u
f
f
*
s
k
b
)

1
2
5
{

1
2
6

i
n
t
s
i
z
e
;

1
2
7

s
t
r
u
c
t
t
c
p
h
d
r
*
t
h
=
s
k
b
-
>
h
.
t
h
;

2
0
9

{

2
1
0

/
*

2
1
1

*

T
h
i
s
i
s
g
o
i
n
g
s
t
r
a
i
g
h
t
o
u
t

2
1
2

*
/

2
1
3

c
l
e
a
r
_
d
e
l
a
y
e
d
_
a
c
k
s
(
s
k
)
;

2
1
4

t
h
-
>
a
c
k
_
s
e
q
=
h
t
o
n
l
(
s
k
-
>
a
c
k
e
d
_
s
e
q
)
;

2
1
5

t
h
-
>
w
i
n
d
o
w
=
h
t
o
n
s
(
t
c
p
_
s
e
l
e
c
t
_
w
i
n
d
o
w
(
s
k
)
)
;

2
1
6

2
1
7

t
c
p
_
s
e
n
d
_
c
h
e
c
k
(
t
h
,
s
k
-
>
s
a
d
d
r
,
s
k
-
>
d
a
d
d
r
,
s
i
z
e
,
s
k
b
)
;

2
1
8

2
1
9

s
k
-
>
s
e
n
t
_
s
e
q
=
s
k
-
>
w
r
i
t
e
_
s
e
q
;

2
2
7

s
k
-
>
p
r
o
t
-
>
q
u
e
u
e
_
x
m
i
t
(
s
k
,
s
k
b
-
>
d
e
v
,
s
k
b
,
0
)
;

2
2
8

T
C
P
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2
2
9

/
*

2
3
0

*

S
e
t
f
o
r
n
e
x
t
r
e
t
r
a
n
s
m
i
t
b
a
s
e
d
o
n
e
x
p
e
c
t
e
d
A
C
K
t
i
m
e

2
3
1

*

o
f
t
h
e
f
i
r
s
t
p
a
c
k
e
t
i
n
t
h
e
r
e
s
e
n
d
q
u
e
u
e
.

2
3
2

*

T
h
i
s
i
s
n
o
l
o
n
g
e
r
a
w
i
n
d
o
w
b
e
h
i
n
d
.

2
3
3

*
/

2
3
4

2
3
5

t
c
p
_
r
e
s
e
t
_
x
m
i
t
_
t
i
m
e
r
(
s
k
,
T
I
M
E
_
W
R
I
T
E
,
s
k
-
>
r
t
o
)
;

2
3
6

}

2
3
7
}A

ssu
m
e
th
e
R
etran
sm
it
T
im
er
h
as
g
o
n
e
o
�
:

8
2
s
t
a
t
i
c
v
o
i
d
t
c
p
_
r
e
t
r
a
n
s
m
i
t
_
t
i
m
e
(
s
t
r
u
c
t
s
o
c
k
*
s
k
,
i
n
t
a
l
l
)

8
3
{

8
4

/
*

8
5

*
r
e
c
o
r
d
h
o
w
m
a
n
y
t
i
m
e
s
w
e
'
v
e
t
i
m
e
d
o
u
t
.

8
6

*
T
h
i
s
d
e
t
e
r
m
i
n
e
s
w
h
e
n
w
e
s
h
o
u
l
d
q
u
i
t
e
t
r
y
i
n
g
.

8
7

*
T
h
i
s
n
e
e
d
s
t
o
b
e
c
o
u
n
t
e
d
h
e
r
e
,
b
e
c
a
u
s
e
w
e
s
h
o
u
l
d
n
o
t
b
e

8
8

*
c
o
u
n
t
i
n
g
o
n
e
p
e
r
p
a
c
k
e
t
w
e
s
e
n
d
,
b
u
t
r
a
t
h
e
r
o
n
e
p
e
r
r
o
u
n
d

8
9

*
t
r
i
p
t
i
m
e
o
u
t
.

9
0

*
/

9
1

s
k
-
>
r
e
t
r
a
n
s
m
i
t
s
+
+
;
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9
2

9
3

t
c
p
_
d
o
_
r
e
t
r
a
n
s
m
i
t
(
s
k
,
a
l
l
)
;

9
4

9
5

/
*

9
6

*
I
n
c
r
e
a
s
e
t
h
e
t
i
m
e
o
u
t
e
a
c
h
t
i
m
e
w
e
r
e
t
r
a
n
s
m
i
t
.

N
o
t
e
t
h
a
t

9
7

*
w
e
d
o
n
o
t
i
n
c
r
e
a
s
e
t
h
e
r
t
t
e
s
t
i
m
a
t
e
.

r
t
o
i
s
i
n
i
t
i
a
l
i
z
e
d

9
8

*
f
r
o
m
r
t
t
,
b
u
t
i
n
c
r
e
a
s
e
s
h
e
r
e
.

J
a
c
o
b
s
o
n
(
S
I
G
C
O
M
M
8
8
)
s
u
g
g
e
s
t
s

9
9

*
t
h
a
t
d
o
u
b
l
i
n
g
r
t
o
e
a
c
h
t
i
m
e
i
s
t
h
e
l
e
a
s
t
w
e
c
a
n
g
e
t
a
w
a
y
w
i
t
h
.

1
0
0

*
I
n
K
A
9
Q
,
K
a
r
n
u
s
e
s
t
h
i
s
f
o
r
t
h
e
f
i
r
s
t
f
e
w
t
i
m
e
s
,
a
n
d
t
h
e
n

1
0
1

*
g
o
e
s
t
o
q
u
a
d
r
a
t
i
c
.

n
e
t
B
S
D
d
o
u
b
l
e
s
,
b
u
t
o
n
l
y
g
o
e
s
u
p
t
o
*
6
4
,

1
0
2

*
a
n
d
c
l
a
m
p
s
a
t
1
t
o
6
4
s
e
c
a
f
t
e
r
w
a
r
d
s
.

N
o
t
e
t
h
a
t
1
2
0
s
e
c
i
s

1
0
3

*
d
e
f
i
n
e
d
i
n
t
h
e
p
r
o
t
o
c
o
l
a
s
t
h
e
m
a
x
i
m
u
m
p
o
s
s
i
b
l
e
R
T
T
.

I
g
u
e
s
s

1
0
4

*
w
e
'
l
l
h
a
v
e
t
o
u
s
e
s
o
m
e
t
h
i
n
g
o
t
h
e
r
t
h
a
n
T
C
P
t
o
t
a
l
k
t
o
t
h
e

1
0
5

*
U
n
i
v
e
r
s
i
t
y
o
f
M
a
r
s
.

1
0
6

*

1
0
7

*
P
A
W
S
a
l
l
o
w
s
u
s
l
o
n
g
e
r
t
i
m
e
o
u
t
s
a
n
d
l
a
r
g
e
w
i
n
d
o
w
s
,
s
o
o
n
c
e

1
0
8

*
i
m
p
l
e
m
e
n
t
e
d
f
t
p
t
o
m
a
r
s
w
i
l
l
w
o
r
k
n
i
c
e
l
y
.
W
e
w
i
l
l
h
a
v
e
t
o
f
i
x

1
0
9

*
t
h
e
1
2
0
s
e
c
o
n
d
c
l
a
m
p
s
t
h
o
u
g
h
!

1
1
0

*
/

1
1
1

1
1
2

s
k
-
>
b
a
c
k
o
f
f
+
+
;

1
1
3

s
k
-
>
r
t
o
=
m
i
n
(
s
k
-
>
r
t
o
<
<
1
,
1
2
0
*
H
Z
)
;
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1
1
4

1
1
5

/
*
b
e
p
a
r
a
n
o
i
d
a
b
o
u
t
t
h
e
d
a
t
a
s
t
r
u
c
t
u
r
e
.
.
.
*
/

1
1
6

i
f
(
s
k
-
>
s
e
n
d
_
h
e
a
d
)

1
1
7

t
c
p
_
r
e
s
e
t
_
x
m
i
t
_
t
i
m
e
r
(
s
k
,
T
I
M
E
_
W
R
I
T
E
,
s
k
-
>
r
t
o
)
;

1
1
8

e
l
s
e

1
1
9

/
*
T
h
i
s
s
h
o
u
l
d
n
e
v
e
r
h
a
p
p
e
n
!
*
/

1
2
0

p
r
i
n
t
k
(
K
E
R
N
_
E
R
R
"
s
e
n
d
_
h
e
a
d
N
U
L
L
i
n
t
c
p
_
r
e
t
r
a
n
s
m
i
t
_
t
i
m
e
\
n
"
)
;

1
2
1
}

1
2
2

R
eceiver
ju
st
n
eed
s
to
read
th
e
p
acket,
set
th
e
A
C
K
tim
er
an
d
h
an
g
o
u
t
u
n
til
it
g
o
es

o
�
.
T
h
e
fo
llow
in
g
ro
u
tin
e
is
to
d
o
th
is.

v
o
i
d
t
c
p
_
s
e
n
d
_
d
e
l
a
y
e
d
_
a
c
k
(
s
t
r
u
c
t
s
o
c
k
*
s
k
,
i
n
t
m
a
x
_
t
i
m
e
o
u
t
,
u
n
s
i
g
n
e
d
l
o
n
g
t
i
m
e
o
u
t
)
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R
eferen
ces:

1
.
L
in
u
x
kern
el
In
tern
els,
seco
n
d
ed
itio
n
,
M
.
B
eck
,
H
.
B
o
h
m
e,
etc.

2
.
T
C
P
/
IP
Illu
strated
,
V
o
l2
{
T
h
e
im
p
lem
en
tatio
n
,
G
.R
.W
rig
h
t
W
.R
.
S
teven
s

3
.
B
o
b
M
atth
ew
s's
T
C
P
p
resen
tatio
n

4
.
E
ric
K
o
sk
in
en
's
IP
p
resen
tatio
n
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